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Imprivata – the single sign-on solution 
for the healthcare sector
Access patient data swiftly and securely with Imprivata 
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•	 Kiosk mode 
Group logins to workstations are no longer secure nor 
up to date. Kiosk mode enables personalized logins, 
allowing you to switch users very quickly while retaining 
personalized transparency in the various applications.

•	 Application and workflow auto-launching 
Applications and workflows relevant to a user and their 
location can be launched or closed automatically when 
the user logs in. Implementing scripts allows maximum 
flexibility.

•	 Authentication management 
Authentication management (AM) simplifies and 
secures access to physical and virtual desktops. When 
users are authenticated with an ID card or fingerprint, 
the software automatically enters their username and 
password on the login screen. We strongly recommend 
two-factor authentication, which provides additional 
protection if an ID card is lost.

•	 Single sign-on 
Single sign-on (SSO) makes it easier to log in to and out 
of applications as usernames and passwords of previ-
ously authenticated users are entered automatically.

•	 Virtual desktop access 
Together with various developers (Citrix, VM-ware, etc.), 
virtual desktop access (VDA) allows access to virtual 
desktops using No Click Access™. Access management 
for desktops has been simplified to such an extent that 
members of staff only need to scan their ID card or 
fingerprint to access their personal desktops and appli-
cations securely from wherever they are.

•	 Self-service password management 
Self-service password management (SSPW) gives 
members of staff a swift, simple and secure way to 
reset passwords themselves without needing to contact 
the helpdesk.

•	 Confirm ID 
Confirm ID greatly simplifies the necessary approval 
processes, for example when findings or medication 
need to be verified. This function needs to be supported 
in the relevant applications for it to work.

•	 Fingerprint scanners with live-finger detection 
Fingerprint scanners with live-finger detection are 
technical authentication devices that users use as part 
of their Imprivata OneSign® solution to gain No Click 
Access™ to their desktops and applications. Staff of 
medical institutions can easily access desktops and 
applications with a simple tap of the finger, rather than 
having to enter a username and password.

•	 OneSign Anywhere 
OneSign Anywhere provides secure single sign-on 
authentication no matter where you are. All you need is 
a connection to the OneSign Anywhere appliance via the 
internet.

Imprivata helps you save up to 45 minutes
per shift and member of staff.

Imprivata is the perfect solution for your  
healthcare institution. We look forward to  
showing you the benefits of Imprivata personally!

Technical implementation
Implementing Imprivata in existing systems is very 
straightforward. You can implement it centrally 
using virtual appliances. You only have read access 
to the Active Directory, and no AD schema enhance-
ment is necessary. We install the software in a 
workshop context, so once the implementation is 
complete your internal IT department will be able to 
perform simple administrative tasks independently, 
including creating an application profile.

Doctors, nurses and healthcare support workers all use 
the same workstations to access patient data. Logging 
in to and out of workstations is very time-consuming, 
and group accounts have become obsolete with today’s 
strict data protection requirements.

Now Imprivata has just the solution. It combines the 
benefits of reduced logging-in time, high data secu-
rity, the option to define workflows and an extremely 
straightforward technical implementation process. No 
other solution on the market offers this combination so 
you will be right at the cutting edge!

Secure, time-saving, flexible and intuitive

Imprivata and x-tention
x-tention is Imprivata’s only implementation partner in Aus-
tria, and the two companies have a partnership that goes 
back many years. Imprivata OneSign® software solutions 
combine with healthcare IT provider x-tention’s deep-rooted 
knowledge of the sector to create a unique product.

Benefits
Secure access:

•	 By eliminating group accounts, you increase patient 
data security and guarantee 100% individual trans-
parency.

•	 Using complex passwords increases the security of 
your organization.

•	 Users no longer need to remember or enter complex 
passwords.

•	 Two-factor authentication provides even more 
security.

Time-saver:

•	 You can save up to 45 minutes per shift and 
member of staff, which means more time for your 
patients.

•	 Staff are happier because they can log in faster and 
switch users more rapidly on workstations and in 

applications.

Workflow definitions:

•	 The software automatically launches personalized 
workflows when a user logs in.

•	 These can be triggered by individual events (e.g. 
executing a policy or starting a script) based on the 
difference between the various workstations and/or 
members of staff.

•	 Works with Confirm ID.

Simple technical implementation:

•	 Simple central integration using virtual appliances.

•	 Active Directory read only; no AD schema enhance-
ment.

•	 Easy to use.

Already 1,900 successful installations worldwide.

Modules and functions
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